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ABSTRACT

The development of information and communication technology (ICT) has driven the rapid
growth of electronic transactions. The use of electronic signatures (TTE) is also a practical
solution in electronic transactions. This research aims to determine the validity of TTE in
electronic transactions based on PP No. 71 of 2019. This research uses normative legal re-
search methods with a juridical-normative approach. Research data was obtained from lit-
erature studies of statutory regulations, books, scientific journals and other secondary legal
sources. Data were analyzed qualitatively using interpretation and description methods.
The research results show that based on Government Regulation (PP) no. 71 of 2019 con-
cerning Implementation of Electronic Systems and Transactions, electronic signatures are
recognized as a valid form of signature in electronic transactions. Electronic Signatures
used in Electronic Transactions can be generated through various signing procedures. Elec-
tronic Signatures have legal force and legal consequences as long as they meet the require-
ments. So it can be concluded that electronic signatures have validity and legal force that
is recognized in electronic transactions.
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INTRODUCTION

The development of information and communication technology (ICT) has
been a major driver in the rapid growth of electronic transactions. Innovations and
advancements in technologies such as the internet, mobile devices, and digital pay-
ment systems enable people to conduct electronic transactions more easily, quickly,
and efficiently (Saputra et al., 2023). Features like e-commerce, mobile banking, e-
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wallets, and payment gateways have facilitated online transactions between indi-
viduals, companies, and financial institutions without the need for physical pres-
ence. However, despite the enormous potential to realize fully digital services, there
are still significant barriers hindering the complete transition to a digital environ-
ment, notably the difficulty in abandoning the use of physical documents.

In electronic transactions, payments are made digitally, yet this payment sys-
tem still relies on physical documents to link online merchants with banks (Raharjo,
2021). Dependency on such physical documents constitutes a major obstacle in the
transformation process towards fully digital financial services. One solution to ad-
dress this is through the use of electronic signatures (ES). In the current digital era,
digital documents are signed using ES that have been certified. Certified Electronic
Signatures are digital verification and authentication methods using Electronic Cer-
tificates issued by Electronic Certificate Providers (PSrE) in Indonesia, officially
recognized by the Ministry of Communication and Informatics (Diskominfo, 2022).
However, amidst the increasingly widespread adoption of electronic transactions,
questions regarding the validity of electronic signatures in a legal context have be-
come a significant concern.

Policies regarding the provision of electronic systems and transactions have
been regulated in Government Regulation Number 82 of 2012 which was later re-
voked considering the rapid development of information technology to promote
digital economic growth and the enforcement of state sovereignty over electronic
information in the territory of the Unitary State of the Republic of Indonesia, ne-
cessitating comprehensive regulation on the utilization of information technology
and electronic transactions and Government Regulation Number 82 of 2012 con-
cerning the Provision of Electronic Systems and Transactions is no longer in line
with the development of legal needs in society, thus requiring replacement. There-
fore, it was replaced with Law Number 71 of 2019 Concerning the Provision of
Electronic Systems and Transactions.

Previous research by (Rozaqoh, 2022) examined the legality of digital signa-
tures in e-commerce transactions according to positive law and Islamic law, the
results showed that in positive law, the legality of digital signatures in e-commerce
transactions is valid according to the law as stipulated in Law Number 19 of 2016
concerning Amendments to Law Number 11 of 2008 Electronic Transactions (ITE)
and Government Regulation Number 71 of 2019 concerning the Provision of Elec-
tronic Systems and Transactions (PSTE). Meanwhile, in Islamic law, the legality of
digital signatures in e-commerce transactions is valid if the contract used is clear
with mutual consent and accountable, considering Islamic principles and benefits.

Another study by (Pasiwi, 2021) examined the validity of electronic signa-
tures in electronic policies and their probative value from the perspective of eviden-
tiary law, the results showed that electronic signatures on electronic policies are
legally valid as long as they have been verified by a certificate authority and can be
used as evidence in the proof process if there are issues in court. As a form of agree-
ment, e-policies are regulated in the Commercial Code. However, it can be clearly
seen that based on Article 255 of the Commercial Code, insurance must be done in
writing with a deed, called a policy. Thus, e-policies can be interpreted as not meet-
ing the requirements of a valid agreement, specifically the fourth requirement which
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is a valid cause, because e-policies contradict the Commercial Code equivalent to
the Law. Therefore, such insurance agreements can be interpreted as not meeting
the objective requirements of an agreement that could render the agreement legally
void.

The novelty of this research lies in its object of study, which is based on the
perspective of Government Regulation No. 71 of 2019. The theoretical implications
of this research are that understanding the concept of electronic signature validity
in the context of law and information technology becomes more important. This
research can also contribute to the development of legal theories concerning the
recognition and validity of electronic documents in business and legal transactions.
This research aims to determine the validity of ES in electronic transactions based
on Government Regulation No. 71 of 2019.

RESEARCH METHOD

This research employs a normative legal research method with a juridical-
normative approach. The normative legal research method is a scientific research
procedure to discover truths based on scholarly logic from its normative side. The
normative side in this research extends beyond just legal regulations but encom-
passes broader aspects, including the internal aspects of positive law such as the
scope of legal conception, legal principles, and legal norms (Efendi et al., 2016).
After the data is collected, qualitative analysis is conducted using interpretative and
descriptive methods. This analytical process involves thorough reading and under-
standing of the collected data, followed by interpretation of the meanings and con-
texts of the information contained within the data. The results of this analysis are
then elaborated in detail and organized into a logical and structured narrative form,
thereby providing a better understanding of the researched topic.

RESULT AND DISCUSSION

The development of technology towards digitalization continues to experi-
ence rapid growth. In this era, human lifestyle has undergone an inseparable trans-
formation due to the use of various electronic devices (Nikijuluw et al., 2020). The
digital era brings positive impacts with significant changes in various aspects of
life. One positive change that can be utilized well by society is the advancement in
organizing electronic systems and transactions. Regulations related to the provision
of electronic systems and transactions are governed by Government Regulation
Number 71 of 2019 concerning the Provision of Electronic Systems and Transac-
tions (hereinafter referred to as PP PSTE), which is a revision of the previous reg-
ulation, namely Government Regulation Number 82 of 2012 concerning the Provi-
sion of Electronic Systems and Transactions.

The transformation in society begins with the shift from conventional paper-
based transactions to the adoption of electronic systems. Society believes that the
role of information is crucial in contributing to economic, social, and cultural de-
velopment. People now have the ability to share information about various things,
including product or service sales information through information systems, which
can attract buyers to choose certain products or services offered (Tandian &
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Ramadhani, 2022). According to PP PSTE, an electronic system refers to a series
of electronic devices and procedures aimed at preparing, collecting, processing, an-
alyzing, storing, displaying, announcing, transmitting, and/or disseminating Elec-
tronic Information. The presence of such electronic systems is expected to facilitate
transaction processes and contract-making.

Articles within PP PSTE state that electronic transactions change the order of
society's life, so it cannot be avoided that legal actions such as contracts or agree-
ments will shift to electronic forms, including the use of electronic signatures as a
form of personal identification. According to the definition in the Indonesian Dic-
tionary, a signature is a name written in a distinctive manner by one's own hand.
Another definition states that a signature is a means of identity for verifying and
legalizing information (Arifin & Naf’an, 2017). Meanwhile, according to (Slamet
& Paliling, 2019), generally, a signature is interpreted as a writing used to authen-
ticate or declare something according to the individual's wishes, with a composition
of letters and curves resembling a script.

In fact, a signature has two basic legal functions, firstly as an identity mark
of the signatory, and secondly as a sign of the signatory's consent to the obligations
stated in the deed. Referring to these two legal functions, a definition can be given
that a signature is an identity that serves as a sign of agreement to the obligations
imposed on us (Slamet & Paliling, 2019). Signatures have important characteristics
as described by (Jilan, 2023), including:

1. Signature is authentic evidence. Signature is considered as valid and reliable
evidence related to a person's personal identity.

2. Signature cannot be forgotten. Signature is a unique mark that is difficult to
forget or be replaced by others.

3. Signature cannot be transferred for reuse. Signature is unique to each indi-
vidual and cannot be transferred for other purposes or reused without per-
mission.

4. Signed documents are valid and cannot be altered. The signature on docu-
ments indicates the authenticity and genuineness of the documents. Signed
documents are considered valid and cannot be altered without valid consent.

5. Signature cannot be repudiated. The owner of the signature cannot deny or
reject that the signature belongs to them. This confirms the responsibility
and authenticity of the signature made.

The important characteristics of manual signatures are not different from elec-
tronic signatures. An electronic signature, also known as a digital signature, is an
electronic version that serves a similar function to a manual signature. Electronic
signatures serve as evidence of the identification of the parties involved, fulfill for-
mal requirements, and serve as a sign of agreement in an electronic transaction,
optimizing the intentions of the parties in agreements that occur through electronic
platforms (Mayasari, 2022). The PP PSTE provides a definition of an electronic
signature as a signature consisting of Embedded Electronic Information, associated
with, or related to other Electronic Information, and used as a means of verification
and authentication.
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Verification and authentication processes are necessary steps to prove that a
document has been validated. A validated document indicates that it has been
checked, read, scrutinized, and approved by the signatories. Therefore, the signa-
tory bears responsibility for the document and is prepared to be held accountable
when their responsibility is requested. Validation marks, commonly known as sig-
natures, are indicators that the document has undergone appropriate validation pro-
cesses (Pamungkas, 2023).

Electronic signatures replace traditional signatures on physical documents by
utilizing digital technology. In the PP PSTE, devices for creating electronic signa-
tures are described as software or hardware configured and used to create electronic
signatures. According to (Hudzaifah, 2015), the operation of an electronic signature
involves cryptographic techniques and public key cryptography, which utilizes two
keys. The first key is used to create the electronic signature, while the second key
is used to verify the electronic signature or return the message to its original form.
This approach is known as an asymmetric cryptosystem. The use of electronic sig-
natures requires two processes, from the signatory and from the recipient. These
processes can be explained in detail as follows:

1. The formation of an electronic signature using a hash value generated from
the document and a private key. To ensure the security of the hash value, it
should be highly unlikely for the same electronic signature to be produced
from two different documents and private keys.

2. Verification of the electronic signature is the process of checking the signa-
ture by referencing the original document and the provided public key,
thereby determining whether the electronic signature was created for the
same document using the private key corresponding to the public key.

Therefore, there is a significant difference between electronic signatures and
ordinary signatures lies in their respective functions. Ordinary signatures serve as
authentication for the contents of signed documents, while electronic signatures
have the ability to ensure the authenticity of the electronic signature maker by using
the concept of message integrity. Only the party with access rights, in this case, the
message sender, can access the electronic signature (Kusuma et al., 2021).

An electronic signature is not a digital image of a handwritten or typed signa-
ture. Instead, it involves cryptographic hash functions that create an electronic sig-
nature requiring identity proof, ensuring the electronic signature cannot be forged
or used by parties other than the signature owner (Yuniati & Sidig, 2020). Despite
the differences, the purpose of using electronic signatures remains the same as
handwritten signatures. Electronic signatures can be used for similar purposes, such
as acknowledging receipt of letters, giving consent, or for important information
security purposes.

According to (Dermawan, 2021), although the use of electronic signatures is
growing, there are still challenges in its implementation. Misconceptions exist in
society about the understanding of electronic signatures, with the misconception
that electronic signatures are scanned images of handwritten signatures. Addition-
ally, security issues regarding electronic signatures are also a concern, especially
regarding the risk of personal data theft. This concern arises because the signing
process involves third parties or electronic system providers, which can be
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exploited by irresponsible parties. Furthermore, there is still doubt or uncertainty
about whether electronic signatures can be considered valid in the eyes of the law.
The PP PSTE is a legal regulation that governs the legality of electronic sig-
natures and serves as the legal basis in Indonesia. Through this regulation, signa-
tures are recognized as authentication and verification tools in electronic transac-
tions. Additionally, electronic signatures are allowed to indicate the signatory's ap-
proval of electronically signed documents. This means that electronic signatures
have legal force and consequences equivalent to wet or physical signatures (Dahlia
& Susetio, 2023). Article 59 of the PP PSTE paragraph (1) states that electronic
signatures used in electronic transactions can be produced through various signature
procedures. Furthermore, paragraph (3) explains that electronic signatures will be
legally valid and have legal consequences if they meet the specified requirements.
These requirements include:
1. Data related to the creation of electronic signatures is only related to the
signatory.
2. Data related to the creation of electronic signatures during the electronic
signature process is only under the control of the signatory.
3. Any changes to the electronic signature occurring after the signing time can
be known.
4. Any changes to electronic information related to the electronic signature af-
ter the signing time can be known.
There are specific methods used to identify the signatory.
There are specific methods to show that the signatory has given consent to
the related electronic information.
This means that if an electronic signature meets all the requirements specified
in the PP PSTE Article 59 provisions, then the signature is considered legally valid
and will have legal consequences. Furthermore, Article 60 paragraph (2) of the PP
PSTE categorizes electronic signatures into two types: certified electronic signa-
tures and uncertified electronic signatures. A certified electronic signature is a sig-
nature that has been enhanced with an electronic certificate, while an uncertified
electronic signature does not have this enhancement. If an electronic signature is
uncertified, its security aspect is vulnerable and easily forged. In contrast, a certified
electronic signature has been reinforced with an electronic certificate, so any
changes or modifications can easily be detected by the system (Dermawan, 2021).
Article 62, paragraph (5) explains that an electronic signature on electronic
information must be made using at least electronic signature creation data and in-
clude the signing time. This means that the two minimum requirements for an elec-
tronic signature on electronic information are, first, using electronic signature cre-
ation data. This electronic signature creation data can include unique information
related to the identity or authority of the electronic signature maker. Second, the
electronic signature must include the signing time, which is information about when
the electronic signature was created. Fulfilling these requirements aims to make
electronic signatures more secure, trustworthy, and easily identifiable. It also pro-
vides a stronger basis for the validity of signatures in electronic transactions.
An electronic signature is an approval given by a valid signature holder to an
electronic document, and if there is misuse by another party, the burden of proving
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the misuse of the electronic signature is placed on the electronic system provider,
as stated in Article 52 of the PP PSTE (Fitri & Karo, 2020). Therefore, electronic
signatures are recognized to have secure benefits in protecting users of electronic
signature services. Furthermore, the advantages of electronic signatures over man-
ual signatures lie in their ability to maintain the authenticity of documents. Docu-
ments signed electronically tend to be more secure from the risk of invalidity due
to changes in handwriting or signature metadata. This security includes protection
against modifications that unauthorized parties may make to the document. Conse-
quently, this can facilitate the proof process compared to manual signatures, which
require detailed examination in forensic laboratories to prove their authenticity
(Saraswati et al., 2023).

According to (Lapian, 2024), there are reasons why the implementation of
electronic signatures is starting, as follows: First, time-saving, where documents are
signed and sent from anywhere. Second, cost-saving, where it can eliminate budget
allocation for administrative purposes such as purchasing stationery, expedition
costs, and document storage costs. As long as someone has a smartphone or com-
puter connected to the internet, document signing and sending can be done any-
where without additional costs. Third, environmentally friendly, reducing paper and
fuel usage in daily life by eliminating the printing and courier delivery processes.

Research results show that electronic signatures have legal validity and will
have legal consequences if they meet all the requirements stated in Government
Regulation (PP) Number 71 of 2019 concerning the Organization of Electronic Sys-
tems and Transactions Article 59. Electronic signatures are recognized to bring se-
curity benefits to users of their services, as well as being efficient and time-saving.
The existence of electronic signature technology provides the possibility to reduce
paper usage because the entire process can be done digitally, from signing to send-
ing. The printing and delivery processes can be eliminated, reducing fuel and paper
usage in daily activities. Thus, electronic signatures not only provide efficiency in
electronic transactions but also make a positive contribution to environmental
preservation.

CONCLUSION

Government Regulation (PP) Number 71 of 2019 concerning the
Organization of Electronic Systems and Transactions asserts that electronic
signatures are recognized as a valid form of signature in the context of electronic
transactions. Electronic signatures used in electronic transactions can be generated
through various signing procedures. It is important to note that electronic signatures
will have legal validity and consequences if they meet the established requirements.
Therefore, it can be concluded that electronic signatures have legitimacy and legal
authority recognized in the context of electronic transactions.
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